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EU Strategy For ‘Data’

Data = a core component of the digital economy
Most data is not used and its value is concentrated in the hands of relatively few large companies

General aim = unlock the value of data for a wider range of actors (such as customers using connected

products)
Enormously impactful for the creation of new data-driven ecosystems

... but has flown ‘under the radar’ - the EU Al Act has stolen the spotlight
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Too Much To Cover!

Covering: data sharing in the context of connected
products/related services

X
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Case Study (1)

A customer buys (or rents) a connected product: a refuse
collection vehicle (RCV) equipped with sensors that collect
data about its use and surroundings (product data)

Status quo: manufacturer of the RCV receives such product
data (and can reserve it for themselves and select partners)

The EU Data Act creates rights so that others can receive the
product data:

The customer - e.g., to make data-driven decisions on
resource management

Third parties - e.g., an organization that wants to provide
aftermarket repair services, or a new service, such as
operations optimisation software
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Case Study (2)

The customer that bought/rented the RCV also
receives related (digital) services: hosted fleet
management software that can be used to
transmit commands to, and receive data from
RCVs

Under the EU Data Act, the customer has
rights to receive ‘related service data’
generated from the use of this service (or to
share it with third parties)
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What Data Is In Scope?

“Data” includes:

* “Raw data” - Data that is “automatically generated” by a connected product/related service and
“not substantially modified”

» “Pre-processed data” - Data which has been “pre-processed for the purpose of making [it]
understandable and usable prior to [...] analysis”

e Personal and non-personal data

“Data” does not include:

e Highly enriched data (inferred or derived data or data resulting from additional investments, like
proprietary, complex algorithms)

e “Content that is often covered by intellectual property rights” (e.g., textual, audio, or audiovisual
content)
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New Data Sharing
Rights
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Three Key Rights

1. ‘Access
2. ‘Right of 27 DEET

Vi

Data Sharing Rights
(...or Obligations)
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‘Access By Design’ (1)

‘Access by Design’: Products must be designed and manufactured (and related services must be
provided) so that certain data generated by their use is directly accessible to customers ... where
relevant and technically feasible

‘Product data’ *  Bydefault

‘Related service data’ *  Easily, securely, free of charge

‘Relevant metadata necessary to interpret * Inacomprehensive, structured, commonly used and machine-readable
and use such data’ format

Decision points for manufacturers:

Ascertain what products/ services / data are covered by the right — it may not be all of them!
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‘Access By Design’ (2)

Transparency: Certain information must be provided to the customer (before concluding the contract with the
customer)

Example:

The seller/rentor, of a connected product must provide info on:

= The type, format and estimated volume of product data generated by the product
= How the customer may access, retrieve or erase the data, and the relevant terms of use
= _..and other things

Decision points for manufacturers:
Gather information on the data-generating capabilities of products/services

Draft transparency documentation — ensuring that description is not too broad
Determine how to integrate information in appropriate contracting flows
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‘Right Of Access’ (1)

‘Right of Access’: Where data cannot be directly accessed by the customer (as per the ‘Access by Design’ right,
above), the manufacturer* must at least make certain data accessible to the customer upon request:

* ‘Readily available data’ Without undue delay
* ‘Relevant metadata to interpret and use such data’ * Easily, securely, and free of charge

In a comprehensive, structured, commonly used and machine-readable format
Continuously and in real-time (where relevant and technically feasible)

Decision points for manufacturers :

Ascertain which subset of data is ‘readily available data’ / metadata

Assess how the requirements can be met in practice (e.g., is it ‘relevant and technically feasible’ to make data available ‘continuously and in real
time’?)

Implement appropriate processes (e.g., leveraging or mirroring GDPR data access request processes?)

* Simplified scenario - the obligation applies to the ‘Data Holder’, but this is typically the manufacturer
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‘Right Of Access’ (2)

Customer cannot ‘weaponise’ the right of access by using it to:

Develop a connected product that competes with the original connected
product (=non-compete obligation)

Derive insights about the economic situation or production methods of the
manufacturer

Similarly, the manufacturer cannot ‘weaponise’ the readily
available data. The manufacturer:

May only use data on the basis of a contract with the customer

May not use such data to derive insights about the economic situation, assets,
and production methods of the customer
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‘Right To Portability’

‘Right to Portability’ - Upon request by a customer, the manufacturer* must make data available to a third party:

* ‘Readily available data’
* ‘Relevant metadata to interpret and use such data’

Without undue delay

Easily, securely, and free of charge to the customer

In a comprehensive, structured, commonly used and machine-readable format
Continuously and in real-time (where relevant and technically feasible)

Decision points for manufacturers:

Ascertain which subset of data is ‘readily available data’ / metadata

Assess how the requirements can be met in practice (e.g., is it ‘relevant and technically feasible’ to make data available ‘continuously and in real time’?)
Implement appropriate processes (e.g., leveraging or mirroring GDPR data right to portability processes?)

(* Simplified scenario - the obligation applies to the ‘Data Holder’, but this is typically the manufacturer)
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‘Right To Portability’ — Contractual Framework

The third party can only use the data for the purposes and under the conditions agreed with the
customer (following which the data must be deleted)

The third party will also enter into a contract with the manufacturer

Result:

o—o
RCV Owner / Third Party

Renter
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Key Exemptions
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Trade Secrets Handbrake

Manufacturer may restrict right of access/portability in connection with
data constituting a “trade secret” if:

Parties cannot agree on and implement measures to protect trade
secret confidentiality; or

Manufacturer is ‘highly likely to suffer serious economic damage’ from
the disclosure of the trade secret

But there are checks and balances:

Manufacturer must (i) substantiate the decision to the customer/third
party; and (ii) notify the competent authority

Customer/third party may make use of complaint/redress mechanisms
(leveraging court system, the competent authority, or the dispute
settlement body set up under the EU Data Act)
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Safety and Security Handbrake

The parties can restrict data access if it could
undermine legally-mandated security
requirements of the connected product resulting
in a “serious” adverse effect on health, safety, or
security of individuals

But there are checks and balances:

Manufacturer must notify the competent
authority of refusals to share data.

Customer may make use of complaint/redress
mechanisms (leveraging court system, the
competent authority, or the dispute settlement
body set up under the EU Data Act)
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Exemptions For Smaller Orgs

Manufacturers that are smaller organisations can benefit from certain exemptions from the ‘data sharing’
regime above:

o Exemptions for data generated through connected
products/ related services manufactured/provided by

Microenterprise / small a ‘microenterprise’ or a ‘small enterprise’.

enterprises

o Subject to some nuances and caveats

o Exemptions apply to ‘medium-sized enterprises’

Medium-sized enterprises
o Partial relief only - exemptions apply for one year
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Enforcement
Landscape - FAQS
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Does The EU Data Act Apply Outside The EU?

Customers can enforce their rights only if they are established in the EU

...And rights can only be enforced against companies outside the EU in some circumstances,
e.g., against:

Irrespective of

Manufacturers placing their place of
products on the EU market; establishment
n A
providers of any related

Regardless of
where the data
is stored

services
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Does The EU Data Act Apply Now? What Are The Penalties?

* The EU Data Act came into force in September 2025, though the
‘access by design’ right takes effect in September 2026

* Many EU Member States are delayed in passing supplementary
laws (e.g., setting up competent authorities) — but they are coming

* Administrative fines (and other penalties) vary across EU Member
States. For example,

o Denmark: Potential fines have no statutory upper limit
o Finland: Up to 4% of annual turnover
o Netherlands: Up to EUR 1,030,000 or 10% of annual turnover
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What Is The Risk of Enforcement?

The European Commission has published sector-specific guidance focussing
on the automotive sector (may be an initial enforcement target)

Manufacturers across industries are receiving access requests today (but not
all of them are well-founded)

Customers/ third parties may have an economic incentive to exercise their
rights (but will need to be mindful of maintaining good relationships with
manufacturers)
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Questions?

Paul Greaves
Of Counsel
Brussels, London
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